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Today’s Learning Outcomes

= By the end of the session, you should be able to:

Define and critically engage with the term disinformation

Examine the rise of geopolitically motivated disinformation campaigns.
Discuss the role of disinformation in elections outside the Global North.
Apply theoretical discussions to real-world case studies.
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Outline

[@ Terminology - Is “disinformation” the right term?

[ Geopolitics - Information manipulation and interference (FIMI)

- Disinformation and elections in Sub-Saharan Africa




Most serious risks around the world - According to Economists
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Source
World Economic Forum Global Risks
Perception Survey 2023-2024.

Source: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf
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Media consumers’ concerns

90%

80% % in every country who say they
are concerned about what is true
and what is not online.
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Source: https://www.digitalnewsreport.org/survey/2020/overview-key-findings-2020/
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Disinformation Studies in Perspective

Total articles in SSCl-ranked journals (2000-2020)

Articles that mention ‘fake news', ‘misinformation’ or ‘disinformation® in the abstract
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Source: Madrid-Morales & Wasserman, 2022
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g A Note on Terminology




Is this “disinformation”’?

o Go to wooclap.com Event code
@ Enter the event code in the top SM H R E M
banner

£ Enable answers by SMS




Mis/disinformation in the eyes of media professionals
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Mis/disinformation in the eyes of media users
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Everyday Disinformation

e Ramtons Appliances Kenya
16 June at 11:30- Q

FLASH SALES! Up to 50% DISCOUNT! LIMITED Stocks!

RAMTONS 2 Gas Burners, Non Stick Complete Cooker with 13Kg
TOTAL Gas + Free LPG Gas Pipe & Gas Regulator Ksh. 6500

+ Complete Ramtons 2 Burners Cooker with 13kg K-Gas Cylinder @
Ksh 6,500... See more

NS 2 BURNERS + K-GAS 13K KES 6,500
KSH 6,500 KES-12,595)

Ramtons Appliances Kenya @ Send Message

Pradiict/service

Source: https://africacheck.org/fact-checks/meta-programme-fact-
checks/beware-scam-facebook-page-and-blog-impersonating-kenyan
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‘= Tuskys Supermarkets Recruitment
S’ 22Juneat18:08-Q

Over 3010+ Jobs available in our supermarket branches across Kenya.
To apply; kindly follow> >https://bit.ly/3hNgzpa

Your Friendly Supermarket

TUSKYS SUPERMARKETS OFFICIAL JOB
APPLICATION FORM

TUSKYS Supermarhet ores i one of t™he lir goet muperstore porome Cenye TUDYS Rotes
M0 N reet 0f MONE IR OYRET I LU ent a0 New 00 bneAAGE DOt Ches 108 Kan e i the
following tomn s Naredy Nelure Momde s Meing K Dooret Kapsstet, Machabos
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TUSKYS SUPERMARKETS OFFICIAL JOB APPLICATION
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Electoral Disinformation

Source: https://africache ck.org/fact-checks/meta-programme-fact-checks/no-

image-doesnt-show-nigerian-presidential-hopeful-tinubu

3 Kennedy Nosa

0 @KennedyNosa2

Happening now: @official ABAT on a courtesy visit to
US President Joe Biden as part of his US on
international engagements. Obidiots say Tinubu cannot
visit US based on his indictment. He is there right now
live with the US President. Let your Obi visit too. Mumu

pipo.

Tradueix el tuit

8:44 p. m. - 29 de nov. de 2022

al LTE 2

+234 802 621 0650

foxt M

Tocay

*PDP* ATIKU FOR PRESIDENT 2023
VOTE ATIKU ABUBARKAR FOR CHANGE
PDP SUPPORT WITH NGN 85,000 AS AN
APPRECIATION TO ATIKU SUPPORTERS
FOR- PAYMENT CALL:
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Source: https://about.fb.com/news/2020/12/removing-

coordinated-inauthentic-behavior-france-russia/

Foreign Disinformation

» Mali Buzz Gl
October 19

L’'impérialiste russe gangréne
le Mali ! Attention a la

lobotomisation tsarienne!!
y. SOF 8

Lijian Zhao B3I &
@z1j517

[* China government official

2/2 CDC was caught on the spot. When did patient
zero begin in US? How many people are infected?
What are the names of the hospitals? It might be US
army who brought the epidemic to Wuhan. Be
transparent! Make public your data! US owe us an
explanation!

Tradueix el tuit

1:03 | 3,9M visualitzacions

De: Global Times &2
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Types of mis/disinformation

TYPES OF MIS- AND DISINFORMATION

No intention to When genuine When genuine

cause harm but content such as an sources, such as

has potential to image or video is media organisations

fool. shared out of or public figures, are
context. impersonated.
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Types of mis/disinformation

New content fhof IS When genuine Explcins an event or
lood/° fo!se' dejlgned information, images circumstances as the
RS- or videos are result of a secret plot
harm. .
manipulated to - usually by powerful
deceive. people or groups.

Source: http
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Influence operations, information manipulation & interference

@ U.S. Department of State (.gov)
Building A More Resilient Information Environment

The information space has become more crowded, more complex, more confusing,

more contested than ever. That, in turn, creates an enabling environment for...

18 Mar 2024 United Nations Development Programme

Information Integrity: Forging a Pathway to Truth, Resilience
and Trust

G Welcome to the United Nations This strategic guidance paper is intended to provide a framework for UNDP teams and

] . o . . their partners to develop coherent and effective...
United Nations Global Principles For Information Integrity

23 Feb 2022
The principles envision an information ecosystem that delivers choice, freedom, privacy
and safety for all, in which people everywhere can express themselves...
09 Jul 2024
=== BBC
Digital and media literacy: Supporting_resilience to mis- and
disinformation
3 ve

Information disorder, distrust and division are on the rise, and technology is evolving at

Finland launches information resilience unit lightning speed - leaving people unsure of what,...

Finland launches information resilience unit. National stockpile agency NESA says it 1 month ago

wants to make it easier to detect influence campaigns.

17 Aug 2022
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Questions?

.
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@ Casel - FIMI in Africa



Share your thoughts

o Go to wooclap.com Event code
@ Enter the event code in the top R K R E BC
banner

€ Enable answers by SMS




Context | The growing role of strategic narratives

=G FINANCIAL TIMES mFT
..: il HOME WORLD UK COMPANIES TECH MARKETS CLIMATE OPINION WORK & CAREERS LIFE & ARTS HTSI Workspace Digital Edition Portfolio Settings & Account
[
N E WS AF RI ( A ! FT Series Russia in Africa Show articles
: ; "

Chinese media in Africa: What you need to _
know P N
Ehe New ork Times i How Russia’s propaganda
Africa o o .
e e o machine is reshaping the
gléisslng Soft Power, China Puts Stamp on Africa’s Afri n ative M

e

o A 4
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“Strategic disinformation narratives” are discursive constructions,
designed to spread falsehoods, mislead, or distort facts to gain
geopolitical influence.

Africa

Publizhed Wednesday, Sep. 11 2013, 10:14 P EDT
Lazt updated Thursday, Sep. 12 2013, 10:37 AN EDT

5 March 2025 Disinformation in a Global Context | Dani Madrid-Morales 22



Context | Growing Russian & Chinese mediated engagements in Africa

® .
Sputnik & . ‘ Sputnik & Al-
Maghreb Arabe : Ahram
Presse Sputnlk &
Algeria Press
SN @ 1vnovostiz
Sputnik& @ Eri-TV
AIP
Sputnik &
Africanews

Sputnik & RTNC

Sputnik & o
SANews

Source: Birkevich (2021)

News agency
content exchange
agreement

CRI FM radio
station

Journalists
trained in
China

Investment in
local media

Chinese shows
on national TV

Launch of
broadcasting
centre

Chinese
satellite TVin
ruralvillages

Source: Madrid-Mor. 2021


https://www.kas.de/documents/285576/0/How+China%2C+Turkey+and+Russia+influence+media+in+Africa.pdf/6594fc3e-f240-6aea-342d-92c8f90dbf43
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Context | Declining views towards the ‘West’

POSITIVE VIEW OF THE US FRENCH LANGUAGE MEDIA

750

o

2010 2016 2017

2010 2016 2019 750 ‘ . ‘ :
949, 63% 549, 2021-05-01 2021-06-01 2021-07-01 2021-08-01 2021-09-01

81% 66% 62%

750

375

m -375

2012 2015 2020

7 20/ 0 7 40/ 0 5 00/ 0 ;nzuz.m-m 2022-‘03-01

T T T
2022-09-01 2022-10-01 2022-11-01

= China France = Russia = UK = US

Source: Afrobarometer2

Source: Madrid-Morales & Wasserman (2023)
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Research Design | Strategic narratives

“Sanctions against Russia are the main
cause for the current food and energy
crises”

“The war in Ukraine is a consequence of
NATO’s expansion in Eastern Europe”

i 0L Na = NEWNNISION

1oL NEWS SOUTH AFRICA POLITICS CRIME & COURTS WORLD AFRICA
HOME NEWS MEDIA SUPPLEMENTS TENDERS NOTICES PODCASTS

NEWS POLITICS OPINION VISION TVS & RADIO BUKEDDE AMAWULIRE KAMPALA SUN

West must share the blame for Ukraine crisis . . .
Russia will withstand Western

= | sanctions, will the West be able
to survive them?

© Jul 15,2022

In fact, Russia has been living under sanctions for more than a hundred years
now - since the establishment of the Soviet Union in 1922.

Ukrainian servicemen are seen next to a destroyed armoured vehicle, which they said
belongs to the Russian army, outside Kharkiv, Ukraine. Picture: Maksim Levin/Reuters

It is very unfortunate that many in the West, also in South
Africa, are inclined to want to place all the blame for the
recent developments in Ukraine on Putin and Russia.

Source: iol.co.za

Vladlen Semivolos Russian Ambassador to Uganda.

Source: newvision.co.ug
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Prevalence | Narratives across countries

“The war in Ukraine is a consequence of NATO’s expansion in Eastern Europe”

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
B Definitely nottrue  ® Probably not true Probably true B Definitely true

Source: Madrid-Morales, Wasserman & Ahmed (2024)
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Research Design | Strategic narratives

“If a war break outs in Taiwan, it would

Source: cgtn.com

5 March 2025

be the United States' fault.”

Delhi 41°C 33°C f X®d0O :

English Espanol Frangais <l Pycckuit RSS Newsletters | SIGN IN

Home China World Politics Business Opinions Sci-Tech §3 Radio (X]TV

The U.S. 'porcupine strategy' is destabilizing
the Taiwan Straits

+ 13:14, 13-Jun-2024

Yuan Sha @ ~

Samuel Paparo, the new head of the U.S. Indo-Pacific Command, recently told a
Washington Post reporter that the U.S. military intends to "deploy thousands of
unmanned submarines, unmanned surface ships and aerial drones" as soon as
Chinese forces start moving across the 100-mile waterway that separates the
Chinese mainland and the Taiwan region, a plan Paparo calls "Hellscape." It
demonstrated that Washington is stepping up the "porcupine strategy" on Taiwan,
aimed at preventing the peaceful reunification of China by turning the island into a
fully-armed and provocative "porcupine."”

The U.S. 'porcupine strategy' on Taiwan

It's not the first time that the U.S. has made threats against China regarding the
Taiwan question, and these threats have been more than rhetorical. The Biden
administration has made more frequent, large-scale and high-profile arm sales to
Taiwan. The U.S. National Defense Authorization Act of 2024 expedited arming the
island by adopting the Taiwan Enhanced Resilience Act. In fact, arms sales to

“Foreign forces organized anti-
government protests in Hong Kong in

2019.7 T

SINCE 1902

China tells US to remove 'black
hands' from Hong Kong

China tells U.S. to remove ‘black hands' from Hong Kong

China accused U.S. officials on Tuesday of being behind
violent protests in Hong Kong and advised them to

remove their “black hands” from the territory.

Foreign ministry spokeswoman Hua Chunying made the

comment at a news briefing in Beijing, when asked about

the Hong Kong protests.

Source: standard.co. ke
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Prevalence | Narratives across countries

“Foreign forces organized anti-government protests in Hong Kongin 2019.”

Zambia

Ethiopia

Angola

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
B Definitely nottrue  ® Probably not true Probably true B Definitely true

Source: Madrid-Morales, Wasserman & Ahmed (2024)
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Three types of FIMI campaigns

Identity
grievance

1. activates polarized
social identities

2. exploits real or
perceived wrongs

3. leverages low
institutional trust

4. amplifies concurrent
global political, social
trends

EMOTION

5 March 2025

» Mali Buzz
October 19

1

L’impérialiste russe gangréne
le Mali ! Attention a la

lobotomisation tsarienne!!

“/ @ ¢y n

» Cercle de Réflexion pour I'essor de la
Centrafrique

November 10

Les russes ont interdit a la
famille Bokassa de se

recueillir sur la tombe du
défunt empereur, c'est quel
manque de respect ¢ca? *
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Three types of FIMI campaigns

. Number of Twitter users posting Relative frequency of bots per country
I nfo rmatlon pro-Russian content (2021) (2021, %)
° ° 10
gaSllghtlng / | | pe—
100 1,000 5,000 10,000 10 20 30 40 50
B Mo data available B Mo data available

1. floods the information

space as a form of _ | Western
‘strategic distraction’ i‘\

2. seeks to sow - | Mali | Djibouti
uncertainty about S W w %
issues -

Q entral =~ entral -
3. may lead to feelings of Afrcan aricon
Republic epubhic
helplessness i

FATIGUE ‘
South Africa

Source: :
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Three types of FIMI campaigns

|I1Cidental A historia de Stepan Bandera, o Historia de Stepan Bandera, el idedlogo del
idedélogo do neonazismo ucraniano neonazismo ucraniano
exposure o sotambre o 202 || o - —
- .
1. uses range of channels, o R Ll S Fte N ("
including fringe media, VARG L e Ly \ e s il w1
to increase incidental e 108 WLV

[
exposure

2. exploits declining trust
in mainstream media
3. seeks to develop —— e s
familiarity to narratives . S "
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Questions?

.
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2024 - The “Mega Election Year”
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Safeguarding Democracy:
Navigating the Complex
Landscape of Foreign
Interference in Elections
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2024 South African Election | X Communities

Temporary Anti-ANC
Community

ot EFF Supporters

-

Anti-ANC Influence
Community

MKP Supporters Ramaphosa Supporters

Nationalists incl. ASA, PA & ’ ik
ATM

DA and Anti-ANC Community

BOSA Supporters

ANC Supporters 7
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2024 Senegalese Election |X Communities

AMD & PUR Influence
Community

#Senegal Vote Supporters

Human Rights Reporters

- : : N Media Outlets
PCS Jengu Tabax . o

Supporters Democracy Enthusiasts

Amadou Ba Supporters — )
S S R Karim Wade Supporters

Sonko and Diomaye
Supporters
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Typology of Disinformation Narratives

+ 2
Ethnic and Challenges to Attacks on
identity electoral female
divisions integrity candidates
[
: L) E
Economic “Radical” and Narratives
discontent and disruptive against the

class conflict narratives media
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Ethnic and identity divisions

= Cambridge Analytica secretly ran campaigns
during Kenya's 2013 and 2017 elections,
developing online campaigns that portrayed
opposition leader Raila Odinga negatively,
exacerbating ethnic tensions.

* |nthe DRC, disinformation campaigns
claimed that certain candidates were backed
by foreign actors (such as Rwanda’s
intelligence services), targeting specific
ethnic groups to polarize the population.
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Challenges to electoral integrity

* |Inthe DRC, false reports circulated
on social media claiming that the
Independent National Electoral
Commission (CENI) had postponed
the elections due to logistical
issues.

£\

-’

2

To-

» Fake Twitter accounts impersonated
the Zimbabwe Electoral

Commission (ZEC), spreading T
m |s.|nfo rmation aboqt voter T ——
registration and po[[mg station #video #vital #cenirdc2023...
locations. > 1155
Source: hitps:/disi ' isi
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Un candidat député:jnstalle
son bureau ou il délivre des
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place de la CENI.

Ah ce pays, aucun superlatif

n'est possible pour le qualifier
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Attacks on female candidates

= Diane Rwigara, a businesswoman
and presidential candidate, faced a

smear campaign involving the 60%
circulation of fabricated nude
photos shortly after announcing her
candidacy.

40%

% of total claims

Types of Claims as a % of total claims
. 20%
* |InTogo, female candidates were

targeted with gendered I I . -
disinformation, including false 0% T TS
narratives questioning their POLITICAL  POLITICAL
competence, morality, and

suitability for leadership roles

Types of Claims
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Challenges Democratic Process

 Erosion of Public Trust - Citizens lose faith in democratic institutions due to
conflicting information.

» Voter Suppression - Fake news discourages people from voting or misleads them
about election procedures.

* Political Polarization - Disinformation deepens ethnic, economic, and ideological
divides.

* Violence and Unrest - False narratives incite protests, riots, and ethnic conflicts.

* Foreign Interference - External actors manipulate narratives to influence political
outcomes.

 Weakening of Media - Journalistic integrity is undermined, making it harder to
counter disinformation.
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Today’s Learning Outcomes

= By the end of the session, you should be able to:

Define and critically engage with the term disinformation

Examine the rise of geopolitically motivated disinformation campaigns.
Discuss the role of disinformation in elections outside the Global North.
Apply theoretical discussions to real-world case studies.

Sl
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Questions?

.
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