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Outline
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Context – An examination of global patterns, particularly in the 
Global South, connected to disinformation

Audiences – Deep dive into the multiple ways audiences 
(dis)engage with (dis)information

Terminology – Overview of the different concepts connected to 
the study of disinformation

Solutions – A summary of commonly used approaches to 
tackling disinformation 



Your views on the topic
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https://app.wooclap.com/CSCRMS



Disinformation Studies in Perspective
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Source: Madrid-Morales & Wasserman, 2022
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https://www.wiley.com/en-gb/Disinformation+in+the+Global+South-p-9781119714446


Media consumers’ concerns

526 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University 

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

BRA POR KEN ZAF USA CAN ESP CHL AUS GBR GRE MYS FRA IRE TUR ARG KOR MEX ROM PHL FIN CRO JPN ITA HKG BGR HUN BEL SWE CZE TWN SUI POL NOR AUT DEN GER SVK NLD

76% Kenyans say they are 
concerned about what is true and 
what is not online.

Source: https://www.digitalnewsreport.org/survey/2020/overview-key-findings-2020/

https://www.digitalnewsreport.org/survey/2020/overview-key-findings-2020/


Most serious risks around the world – According to Economists
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Source: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf

https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf


Terminology



Misinformation
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§ Misinformation is false information that is 
shared unintentionally. The person sharing it 
usually doesn’t know it is false. 
§ An example would be a friend or family 

member sending you a WhatsApp 
message about a so-called natural health 
remedy. We saw this a lot at the onset of 
the COVID-19 pandemic. 

§ Another example could be when you listen 
to or watch the news, misinterpret an 
announcement, and then start telling 
people what you believe was said. You 
would then be spreading false information 
without realising it.



Disinformation
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§ Disinformation is false information that is 
deliberately made up or manipulated and 
shared to mislead. The person sharing it knows it 
is false. 

§ Creators and sharers do so for different reasons. 
§ Sometimes they create outrageous 

sensational headlines or stories as “clickbait” 
to make money. As soon as people click on 
these links, the platform owners earn 
advertising income.

§ Sometimes people use disinformation to 
push certain political agendas or to make 
themselves look good and their opponents 
look bad.



Misinformation <-> Disinformation
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Everyday Disinformation

https://africacheck.org/fact-checks/meta-programme-fact-checks/beware-scam-facebook-page-and-blog-impersonating-kenyan
https://africacheck.org/fact-checks/meta-programme-fact-checks/beware-scam-facebook-page-and-blog-impersonating-kenyan
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Disinformation most politicals actors care about
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Political Disinformation

https://africacheck.org/fact-checks/meta-programme-fact-checks/no-image-doesnt-show-nigerian-presidential-hopeful-tinubu
https://africacheck.org/fact-checks/meta-programme-fact-checks/no-image-doesnt-show-nigerian-presidential-hopeful-tinubu


Disinformation all political actors should care more about
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https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/
https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/


Disinformation all political actors should care more about
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Health Disinformation



Mis/disinformation in the eyes of media professionals
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Mis/disinformation in the eyes of media users
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Types of mis/disinformation

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University 16

Source: https://unesdoc.unesco.org/ark:/48223/pf0000265552?posInSet=2&queryId=bea0f00b-2f6c-406c-83e7-9244978e99ee 

https://unesdoc.unesco.org/ark:/48223/pf0000265552?posInSet=2&queryId=bea0f00b-2f6c-406c-83e7-9244978e99ee


Types of mis/disinformation
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Source: https://unesdoc.unesco.org/ark:/48223/pf0000265552?posInSet=2&queryId=bea0f00b-2f6c-406c-83e7-9244978e99ee 

https://unesdoc.unesco.org/ark:/48223/pf0000265552?posInSet=2&queryId=bea0f00b-2f6c-406c-83e7-9244978e99ee


Satire/Parody

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University 18



False Context
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Imposter Content
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Fabricated Content
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Manipulated Content
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Conspiracy Theory
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Which one represents the biggest challenge in Kenya?
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Questions?
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Situational Crisis Communication Theory  (SCCT)

Preventable Cluster – Strong crisis responsibility/threat

Human-error accidents
Human-error product harm
Organizational misdeeds (knowingly violate law/rules)

Accidental Cluster -- Minimal crisis responsibility/threat

Challenges (moral or ethical, not legal)
Technical-error accidents (equipment failure)
Technical-error product harm (threat to consumers)

Victim Cluster – Low crisis responsibility/threat

Natural disasters
Rumours
Workplace violence
Malevolence (product tampering by external actor)

More 
responsibility

Less
responsibility
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Source: Coombs 2014, p. 17



Three types of disinformation campaigns
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Source: https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/

Identity 
grievance

1. activates polarized 
social identities

2. exploits real or 
perceived wrongs 

3. leverages low 
institutional trust

4. amplifies concurrent 
global political, social 
trends

EMOTION

https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/


Three types of disinformation campaigns
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Information 
gaslighting

1. floods the information 
space as a form of 
‘strategic distraction’

2. seeks to sow 
uncertainty about 
issues

3. may lead to feelings of 
helplessness

FATIGUE

Source: https://www.ft.com/content/d427c855-c665-4732-9dd1-3ae314464d12

https://www.ft.com/content/d427c855-c665-4732-9dd1-3ae314464d12


Three types of disinformation campaigns
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Incidental 
exposure

1. uses range of channels, 
including fringe media, 
to increase incidental 
exposure

2. exploits declining trust 
in mainstream media

3. seeks to develop 
familiarity to narratives

BIAS
Source: https://dfrlab.org/2024/02/21/pro-russia-network-spreads-propaganda-and-disinfo-in-latin-america/

https://dfrlab.org/2024/02/21/pro-russia-network-spreads-propaganda-and-disinfo-in-latin-america/


Audiences



Your views on the topic
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What is the 
least trusted 

source of health 
information? What % of 

Kenyans say they 
have knowingly 

shared false 
news?

What is the 
number one 

motivation to 
share false 

information?



How much do you trust information that comes from (…)?

0 1 2 3 4

Celebrities

Friends

Faith Leaders

News websites

Professors

Family

United Nations

WHO

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University 32 |



Have you ever shared a political story that you thought was made up? 
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Have you ever shared a political story that you later found out was false? 
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How often do you see political news online that is not accurate? 
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How often do you see political news online that is made up? 
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What explains different behaviors with misinformation?
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social factors psychological 
factors

media 
consumption



Young media users in South Africa

38

Perceptions of 
rumours and 

disinformation as 
pervasive and 

ubiquitous

News exposure on 
WhatsApp is 

prevalent, but 
other platforms 

come ahead

Meanings of 
“political” differ, 
but most talk of 

“politics of 
everyday life”
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Rumours/disinformation are ubiquitous

“I was in Pretoria with my family. And there was this 
thing going around in the news that there were like a 1 
million graves dug up by the government in Pretoria and 
most of the people in Pretoria, like, were not 
vaccinating. What are those graves that up for they're 
obviously planning to kill us with the vaccination? So, 
what's going on? It was on the news also. It was 
trending on Facebook, on WhatsApp on like almost 
every social media platform. Because even I know 
about that. In the communities, that's how things go 
around. Someone sees it on Facebook, and they send 
it on WhatsApp. "Oh, did you see this?" Yeah, then 
that's how it's spreads.”

(CPUT undergraduate student)

39

Perceptions of 
rumours and 

disinformation as 
pervasive and 

ubiquitous
Disinformation: Context, Audiences and Solutions | Daystar University 26 Mar 2024



Many sources of news

40

News exposure on 
WhatsApp is 

prevalent, but 
other platforms 

come ahead

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

TV

Pa
pe

rs

Ra
di

o

W
ha

ts
Ap

p

Fa
ce

bo
ok

Yo
uT

ub
e

Tw
it

te
r

Ti
kT

ok

O
th

er

Sources of ‘news’ in the past 7 days
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Many sources of news

41

News exposure on 
WhatsApp is 

prevalent, but 
other platforms 

come ahead
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Sources of ‘news’ by age group

18 to 25 26 to 35
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Many sources of news

42

News exposure on 
WhatsApp is 

prevalent, but 
other platforms 

come ahead
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Rumours/Disinformation are pervasive

“So maybe like the DA, for instance, just an example 
that they are going to do certain things for the 
community. So yeah, just for the community members 
to vote for them, especially during the voting period. 
They would be like we are going to supply of water and 
sanitation for everyone.”

(CPUT undergraduate student)
“There's that fake Takealot survey that constantly 
pops up. And there is obviously an incentive that's 
offered on it. And, so, people think it's true. So, they 
shared and shared and shared because it says you have 
to share it to about 10 people. ”

(UKZN Honours student)

43

Meanings of 
“political” differ, 
but most talk of 

“politics of 
everyday life”

Disinformation: Context, Audiences and Solutions | Daystar University 26 Mar 2024



Preliminary findings

44

Range of forms of 
engagement and 
disengagement; 

the latter is 
predominant

Family members 
are the gateway to 

political 
(dis)information 

on WhatsApp

Disinformation 
also comes from 
abroad, but not 
from the ‘usual 

suspects’
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Disengagement is prevalent

“They [parents and family members] were the problem 
mostly because, you know, they don't even check. 
They're just they don't get scared and panic even more. 
So, yeah, I've had to block them and just call them if I 
need anything.”

(UKZN Honours student)

“If you're talking to older family members and you try 
and tell them that it's fake, you know, it's fake and then 
they argue with you and they're like you're too young, 
you don't know anything, I'm right, you're wrong and 
then you just ignore it afterwards because you don't 
want to get into a fight.”

(CPUT undergraduate student)

45

Range of forms of 
engagement and 
disengagement; 

the latter is 
predominant
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Family as gateway to disinformation

“My aunt sent it me. Someone talking about the Bible 
and Jesus. Why is this video so long? [It] was like eight 
minutes long. My mommy gets it and I just look at it. I 
didn't share it. I never finished it. It was like 8 minutes 
long. Scaring people off, like he's going to come... he's 
going be holding a knife or what whatever. ”

(CPUT undergraduate student)

46

Family members 
are the gateway to 

political 
(dis)information 

on WhatsApp
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Disinformation from abroad
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Disinformation 
also comes from 
abroad, but not 
from the ‘usual 

suspects’
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Disinformation from abroad

[Question: The war on Ukraine... Do you follow news 
around that? ]

“I stopped! Not anymore. I lost interest! Because also I 
think we realize that it, okay, it affects us, but it's 
not going physically affect us. I feel like all of us were 
on it because we were scared about "Oh my gosh! these 
people are going to attack; these people are going to 
whatnot." And then as soon as we saw that, it's sort of a 
them affair. And we were just like "Okay!"”

(UFS Honours student)

48

Disinformation 
also comes from 
abroad, but not 
from the ‘usual 

suspects’
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Disinformation from abroad

[Question: You said that maybe foreign powers might 
influence you? Which country is it?]

“USA! I think because obviously like they are the kings of 
marketing and advertising and journalism, so whatever 
agenda they feel that they want to drive, that's what 
they'll push, regardless of how it affects other 
countries, as long as they get to push a narrative that 
suits [them].”

(UFS Honours student)
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Disinformation 
also comes from 
abroad, but not 
from the ‘usual 

suspects’
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Disinformation from abroad

50

Disinformation 
also comes from 
abroad, but not 
from the ‘usual 

suspects’

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

Ch
in

a

Ru
ss

ia

U
SA U

K

O
th

er

N
on

e

Sources of foreign propaganda

Disinformation: Context, Audiences and Solutions | Daystar University 26 Mar 2024



What explains different behaviors with misinformation?
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social factors psychological 
factors

media 
consumption



What would you do if you saw this post on your Facebook timeline?
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SHARE

IGNORE

CORRECT

VERIFY

REPORT



If you saw this post on social media, would you share it with (…)?
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Perceived accuracy of hoaxes
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Motivations for sharing hoaxes
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OLS Motivations to share misinformation
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How accurate do you think this social media post is?
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You said you would share this post, can you tell us why?
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You said you would share any of these posts, can you tell us why?
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What explains different behaviors with misinformation?
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social factors psychological 
factors

media 
consumption



Solutions



New technologies, new media ecosystems
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New consumption
habits coupled

with multiple new 
information

sources

Mobile technology
has created

dynamism in the
domestic media 

environment

Some States have
begun losing the
ability to control 

information flows
domestically



Responses – media professionals
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Responses – social media users
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Approaches to Counter Disinformation (in general)
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Educational 
responses

Regulatory 
responses

Journalistic 
responses

Technological 
responses



Approaches to Counter Disinformation (in general)
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Educational responses
• Raising awareness
• Disinformation literacy
• Pre-bunking campaigns

Regulatory responses
• Punitive actions
• Banning users/platforms

Journalistic responses
• Promoting free press
• Independent fact-checking

Tech responses
• Monitoring & removal
• Demonetising
• Deplatforming



What to counter? 
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Source: https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf

https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf


What to counter? 
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Source: https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf

https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf


What to counter? 
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Source: https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf

https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf


Risk management - RESIST
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https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf


Specific Strategies | Communicative Approaches
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Not reacting

Source: https://twitter.com/ChineseEmbKenya/status/1377953452375035907 

Source: https://twitter.com/ChineseEmbSA/status/1197525934632509441 

Source: https://twitter.com/USEmbassySA/status/1400441461620019208 

https://twitter.com/ChineseEmbKenya/status/1377953452375035907
https://twitter.com/ChineseEmbSA/status/1197525934632509441
https://twitter.com/USEmbassySA/status/1400441461620019208


Specific Strategies | Communicative Approaches
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Source: https://twitter.com/UKinUkraine/status/1769717522666750397 

https://twitter.com/ukinrussia/status/1769715533690085544
https://twitter.com/UKinUkraine/status/1769717522666750397


Specific Strategies | Communicative Approaches
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https://twitter.com/FCDOGovUK/status/976023331873935360
https://www.gov.uk/government/news/hong-kong-hong-kong-myth-busting-article.zh
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Repeated 
exposure
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https://twitter.com/FCDOGovUK/status/1768563285862072389
https://twitter.com/FCDOGovUK/status/1768941528062259388


SCCT – Crisis Response Strategies

Denial Diminishment Rebuilding Bolstering

Attacking the accuser Excusing Compensation Reminding

Denial Justification Apology Ingratiation

Scapegoating Victimage

(Coombs 2014, p. 17)
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