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Outline

Terminology - Overview of the different concepts connected to
the study of disinformation

Context - An examination of global patterns, particularly in the
Global South, connected to disinformation

Audiences - Deep dive into the multiple ways audiences
(dis)engage with (dis)information

Solutions - A summary of commonly used approaches to
tackling disinformation
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Disinformation Studies in Perspective
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https://www.wiley.com/en-gb/Disinformation+in+the+Global+South-p-9781119714446

Media consumers’ concerns

76% Kenyans say they are
concerned about what is true and
80% what is not online.
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Source: https://www.digitalnewsreport.org/survey/2020/overview-key-findings-2020/

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University 5
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Most serious risks around the world - According to Economists

Risk categories 10 years

|Economic 1t \ Il Extreme weather events

I Environmental

I Geopolitical : =T T
Il Societal polarization Biodiversity loss and ecosystem collapse

| Societal
- - ‘ YR Cyber insecurity = Natural resource shortages
U Interstate armed conflict Aath
B! Lack of economic opportunity SEl Adverse outcomes of Al technologies
A [nflation i Involuntary migration

Sl |nvoluntary migration s Cyber insecurity
10" [gelllVielg! B Pollution

N

Critical change to Earth systems
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>

Source

World Economic Forum Global Risks
Perception Survey 2023-2024.
Source: https://www3.weforum.org/docs/WEF The_Global Risks Report 2024.pdf
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Misinformation

= Misinformation is false information that is
shared unintentionally. The person sharing it
usually doesn’t know it is false.

= An example would be a friend or family
member sending you a WhatsApp
message about a so-called natural health
remedy. We saw this a lot at the onset of
the COVID-19 pandemic.

* Another example could be when you listen
to or watch the news, misinterpret an
announcement, and then start telling
people what you believe was said. You
would then be spreading false information
without realising it.

Raila is harvesting, now feted as ‘Person of

< $5a )
the year in Africa. ey

/8
w§
' }' RAILA

ODINGA
GREATEST

RECENT COMMENTS
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Disinformation

= Disinformation is false information that is
deliberately made up or manipulated and
shared to mislead. The person sharing it knows it
is false.
= Creators and sharers do so for different reasons.
= Sometimes they create outrageous
sensational headlines or stories as “clickbait” Raais barvestng now eed s Personaf
to make money. As soon as people click on
these links, the platform owners earn
advertising income.
= Sometimes people use disinformation to ¥ oonoa
push certain political agendas or to make A AR
themselves look good and their opponents  “iiiiis L i
l O Ok b ad. ek e, Th e i o el s s s g e RECENT COMMENTS
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Misinformation <-> Disinformation
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J Ksh 6,500... See more

gy Fentions Appliances fenya . Tuskys Supermarkets Recruitment
16 June at 11:30- Q = AL RR Y
FLASH SALES! Up to 50% DISCOUNT! LIMITED Stocks! e ) )
. : Over 3010+ Jobs available in our supermarket branches across Kenya.
RAMTONS 2 Gas Burners, Non Stick Complete Cooker with 13Kg To apply; kindly follows >https://bit.ly/3hNgzpa

TOTAL Gas + Free LPG Gas Pipe & Gas Regulator Ksh. 6500
' Complete Ramtons 2 Burners Cooker with 13kg K-Gas Cylinder @

ur Friendly Supermarket
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https://africacheck.org/fact-checks/meta-programme-fact-checks/beware-scam-facebook-page-and-blog-impersonating-kenyan
https://africacheck.org/fact-checks/meta-programme-fact-checks/beware-scam-facebook-page-and-blog-impersonating-kenyan

Disinformation most politicals actors care about

3 Kennedy Nosa 132 al LTE 2
- @KennedyNosa2
Happening now: @official ABAT on a courtesy visit to
US President Joe Biden as part of his US on
international engagements. Obidiots say Tinubu cannot +234 802 621 0650

visit US based on his indictment. He is there right now
live with the US President. Let your Obi visit too. Mumu rpdiorp

pipo.

—————" *PDP* ATIKU FOR PRESIDENT 2023
VOTE ATIKU ABUBARKAR FOR CHANGE
PDP SUPPORT WITH NGN 85,000 AS AN
\PPRECIATION TO ATIKU SUPPORTERS
FOR- PAYMENT CALL:

Source: https://africacheck.org/fact-checks/meta-programme-fact-checks/no-

image-doesnt-show-nigerian-presidential-hopeful-tinubu

8:44 p. m. - 29 de nov. de 2022


https://africacheck.org/fact-checks/meta-programme-fact-checks/no-image-doesnt-show-nigerian-presidential-hopeful-tinubu
https://africacheck.org/fact-checks/meta-programme-fact-checks/no-image-doesnt-show-nigerian-presidential-hopeful-tinubu

Disinformation all political actors should care more about

Lijian Zhao IR &
@zlj517

. » Mali Buzz one I™ China government official
Feeper s 2/2 CDC was caught on the spot. When did patient

zero begin in US? How many people are infected?
What are the names of the hospitals? It might be US
army who brought the epidemic to Wuhan. Be
transparent! Make public your data! US owe us an

L’'impérialiste russe . N .
le Mali ! AttentioForeign Disinformation

lobotomisation ts....c....c..
/ & oy

1:03 | 3,9M visualitzacions

De: Global Times &
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https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/
https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/

Disinformation all political actors should care more about

@userabc b @KeriHilson

. UserABC & , Keri Hilson & W

People have been trying to warn us about 5G for YEARS. Petitions,
A Chinese Restauran I Association organizations, studies...what we’re going thru is the affects of
official said that eating three bowls
of this fake rice would be like eating 5G launched in CHINA. Nov 1, 2019. People dropped dead. See

H 8 - attached & go to my |G stories for more. TURN OFF 5G by
one plastic bag. #FakeChina #Rice o

radiation.

the time of reporting

EGNG Beware!!! See How produced PLASTIC RI

_,Bi Health Disinformation
Irt" y s i

y : / outbreak. In a 2019 Netflix documentary,
- Bill Gates warned against a global

= \ pandemic that could potentially originate ir]
as Ic Lhmq Atew weeks after the Wuhan

"What we are seeing is a concerted effort by the Chinese — the

opesaters, vendors, and government 1 ators — ta deploy 5G as
quickly as pessible” Ch f pal analyst at ACG
Research, said in a Nov 1, 2019 SDxCentral article

ed its 5G national
nmercial operation on 1 With all of these players working together, the three network
operators had collectively deployed nearly 86,000 5G base
stations with plans 10 have over 130,000 by the end of 2019. The

damage DNA and lead to cancer; cause

oxidative damage that can cause premature

aging; disrupt cell metabolism; and potentially

lead to other diseases through the generation of

ig. stress proteins. Dec 18, 2019
outbreak started making headlines acros
BE hitps:/Awww.howtogesk.c
o the world, a generic mention of a poss e I e bowiogasi i
k h d been t f How Worried Should You Be About the Health
I reak had been spunintoam (o] sk ot A0
H@®E nnlina rlaiminn Ratoe

QO 6,715 8:58 PM - Mar 15, 2020 @

O N O = 21 Aug 2019 O 5,493 people are talking about this >
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Mis/disinformation in the eyes of media professionals

come

Somethln SOCIa Ingyemcglseen every different trying story J°u""a"5t5 vuew give gomg kelwea

problem | Wa : i y
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US€ someone still
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i Iy m Isinformatio
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public certain many part
also negu,cgmk around overnment
p p I even . ..v accmemuch' ‘°““‘ gove! share ®
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e [ . ! “e"‘l
africa
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Mis/disinformation in the eyes of media users

information

group health hreenins mighe person sometlmes “;;"gd misleading platform et

talk
news"‘“i'°’¢ff'«vacmnefwccam\ff,i I k

ooooo Ot much flrst messages share

vaccmated Iways understand thank S
edigum h atsa _time now somet ing

effective source yhatsup

sg et ¢ k ayon e n:';z;z'gé
vﬁ"’“ccmes he -
On things may e v t'y,ngseenyeah right

O|n f d d tant aecte a
yeus B0 e Mo~ even tell government someone ":';or::nsee"ii"e | ok

give tying  example

Saylng ety talking ones problem true wa ntt?::rese facebOOk fam“y m:t(:g a se
mr?hnd good another ta ke gett"]g gro u ps
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Types of mis/disinformation

TYPES OF MIS- AND DISINFORMATION

No intention to When genuine When genuine

cause harm but content such as an sources, such as

has potential to image or video is media organisations

fool. shared out of or public figures, are
context. impersonated.
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https://unesdoc.unesco.org/ark:/48223/pf0000265552?posInSet=2&queryId=bea0f00b-2f6c-406c-83e7-9244978e99ee

Types of mis/disinformation

New content that is When genuine Explains an event or
lood/" fo!se, de:'g"ed information, images circumstances as the
QCacaNe ahauo or videos are result of a secret plot
harm. :
manipulated to - usually by powerful
deceive. people or groups.

Source: http
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https://unesdoc.unesco.org/ark:/48223/pf0000265552?posInSet=2&queryId=bea0f00b-2f6c-406c-83e7-9244978e99ee

Satire/Parody

MAN FAKED BEING DEAF AND DUMB FOR 62
YEARS TO AVOID LISTENING TO HIS WIFE

A man from Waterbury in Connecticut faces divorce after his
wife found out that he was not actually deaf and had been
faking it for more than 62 years to avoid having to listen to
her.

According to the divorce papers, 84-year old Barry Dawson never spoke a single
word in front of his 80-year old wife Dorothy during the decades they lived
together.

Ms. Dawson learned the sign language to be able to communicate with her
husband but says he was still not really communicative.

WORLDNEWSY /3 {:1741/1]

where facts don't matter

No intention to
cause harm but
has potential to
fool.

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University
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False Context

When genuine
content such as an
image or video is
shared out of

ast London for making fake alcohol. It is suspected that this fake
Contex" :ni incident,

10 Foreign Nationals arrested in East London for
making fake alcohol. It is suspected that this fake
alcohol is what caused the Enyobeni incident.

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University 19



Imposter Content

gy BBC News o

NEWS .

Breaking news!!
The 7 corona virus victims in Rwanda shot
dead by unknown gunmen

IMPOSTER CONTENT

When genuine
sources, such as
media organisations
or public figures, are
impersonated.
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Fabricated Content

a Fountainhead 1 2 Follow

Hillary voters get to vote via text, but Trump

supports have to go to the polls! NOT FAIRI
#imwithher #hillary

New content that is
100% talse, designed
to deceive and do

Vote Early

Text "Hillary” to 59925

harm.

Today

Q Pald For By Hillary For President

MUST BE 18 YEARS OR OLDER TO VOTE . MUST B A LEGAL CITREN OF THE UNITED STATES.
VOTE BY TEXT NOT AVALABLE IN OUAM PUBRTO RICO, ALASKA, OR HAWA L.
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Manipulated Content

MANIPULATED CONTENT

When genuine

information, images
i
or videos are SALOCKOOMN

manipulated to School s~ be closing tomorrow until 28 June ]

T Ty

deceive.
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Conspiracy Theory

2003 - 3G introduced to the world
2003 - SARS outbreak

2009 - 4G introduced to the world
2009 - Swine flu outbreak

Explains an event or

circumstances as the
result of a secret plot

2020 - 5G introduced to the world
2020 - Coronavirus outbreak

1:23 PM - 21 Mar 20 - Twitter for Android
QY N

32 likes

- usually by powerful
people or groups.
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Which one represents the biggest challenge in Kenya?

26 Mar 2024

No intention to
cause harm but
has potential to
fool.

When genuine
content such as an
image or video is
shared out of
context.

When genuine

sources, such as
media organisations

or public figures, are
impersonated.

New content that is
100% false, designed
to deceive and do
harm.

When genuine
information, images
or videos are
manipulated to
deceive.

Disinformation:

Explains an event or
circumstances as the
result of a secret plot
- usually by powerful
people or groups.

Context, Audiences and Solutions | Daystar University
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Situational Crisis Communication Theory (SCCT)

More Preventable Cluster - Strong crisis responsibility/threat

responsibility Human-error accidents
Human-error product harm
Organizational misdeeds (knowingly violate law/rules)

Accidental Cluster -- Minimal crisis responsibility/threat

Challenges (moral or ethical, not legal)
Technical-error accidents (equipment failure)
Technical-error product harm (threat to consumers)

Victim Cluster - Low crisis responsibility/threat

Natural disasters

Rumours

Workplace violence

Malevolence (product tampering by external actor)

Source: Coombs 2014, p. 17

Less
responsibility



Three types of disinformation campaigns

Identity
grievance

» Mali Buzz
October 19

1'

» Cercle de Réflexion pour l'essor de la
Centrafrique

November 10

1. activates polarized

social identities <
2. exploits real or L’impérialiste russe gangréne Le: r “f;lse; °|:‘t '“te;d't ala
: le Mali ! Attention a la amitlo 50xassa G0 S0
percelved wrongs lobotomisation tsarienne!! recueillir sur la tombe du
3. leverages low J Ch défunt empereur, c'est quel
institutional trust “ % manque de respect ca? *
4. amplifies concurrent
global political, social
trends
EMOTION

26 Mar 2024 Disinformation: Context, Audiences and Solutions | Daystar University
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https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/

Three types of disinformation campaigns

Information
gaslighting

1. floods the information
space as a form of
‘strategic distraction’

2. seeks to sow
uncertainty about
issues

3. may lead to feelings of
helplessness

FATIGUE

26 Mar 2024

Number of Twitter users posting

pro-Russian content (2021)
10

L e
100 1,000 5,000 10.000
B No data available

I\ ;‘

Mah ,, _ Sudan ,

Central ~ ;
African

Republic
&:urh Africa

Source:

Relative frequency of bots per country
(2021, %)

| T —

10 20 30 40 50
B No data available

Western
Sahara

Djibouti

Central =~
African
Republic
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https://www.ft.com/content/d427c855-c665-4732-9dd1-3ae314464d12

Three types of disinformation campaigns

Incidental
exposure

1. uses range of channels,
including fringe media,
to increase incidental
exposure

2. exploits declining trust
in mainstream media

3. seeks to develop
familiarity to narratives

BIAS

A historia de Stepan Bandera, o
idedlogo do neonazismo ucraniano

Historia de Stepan Bandera, el idedlogo del
neonazismo ucraniano

Source: https:



https://dfrlab.org/2024/02/21/pro-russia-network-spreads-propaganda-and-disinfo-in-latin-america/




Your views on the topic

What is the
number one
motivation to
share false
information?

What is the
least trusted

source of health
information?

What % of
Kenyans say they
have knowingly
shared false
news?
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How much do you trust information that comes from (...)?

WHO

United Nations
Family
Professors
News websites
Faith Leaders
Friends

Celebrities

26 Mar 2024



Have you ever shared a political story that you thought was made up?

90%
80%
70%
60%
50%
40%
30%
20%

10%

0%
No Yes

Kenya M Nigeria South Africa B USA
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Have you ever shared a political story that you later found out was false?

No Yes

Kenya M Nigeria South Africa B USA

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%
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How often do you see political news online that is not accurate?

60%

50%
40%
30%
20%
10%
_ N

Never Hardly Ever Sometimes Often

Nigeria M South Africa B USA

26 Mar 2024



How often do you see political news online that is made up?

60%
50%
40%

30%

20%
N l I I
0% ]

Never Hardly Ever Sometimes Often

Nigeria M South Africa B USA
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What explains different behaviors with misinformation?

-9 media
m consumption

&
v 4




Young media users in South Africa

= {

Perceptions of News exposure on
rumours and WhatsApp is
disinformation as prevalent, but
pervasive and other platforms
ubiquitous come ahead

()

Meanings of
“political” differ,
but most talk of
“politics of
everyday life”



Rumours/disinformation are ubiquitous

“I was in Pretoria with my family. And there was this
thing going around in the news that there were like a 1
million graves dug up by the government in Pretoria and
most of the people in Pretoria, like, were not
vaccinating. What are those graves that up for they're
obviously planning to kill us with the vaccination? So,
what's going on? It was on the news also. It was
trending on Facebook, on WhatsApp on like almost
every social media platform. Because even | know
about that. In the communities, that's how things go
around. Someone sees it on Facebook, and they send
it on WhatsApp. "Oh, did you see this?" Yeah, then
that's how it's spreads.”

(CPUT undergraduate student)

Perceptions of
rumours and
disinformation as
pervasive and
ubiquitous



Many sources of news

Sources of ‘news’ in the past 7 days

90%
80%

70%

60%
50%
40%
30%
20%
10%

0%

News exposure on

WhatsApp is
prevalent, but
a0 s X 2 5 % ; other platforms
s § ¥ & £ £ & B come ahead
e = S o = -
= & 7



Many sources of news

90%

80%

70%

60%

50

40

30
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0%

X

X

X

X

X
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Sources of ‘news’ by age group

Papers

Q.

Radio
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=
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H 26 to 35
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News exposure on
WhatsApp is
prevalent, but
other platforms
come ahead
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Many sources of news

Sources of ‘news’ by political interest

90%
80%

70%

60%

50%

40%

30%

20% News exposure on
10% WhatsApp is

0%

prevalent, but

x

x

x

x

2 £ 2 3 & E ¢ E’

§ & ¥ £ £ s = & other platforms
= Z o =
= & come ahead
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Rumours/Disinformation are pervasive

“So maybe like the DA, for instance, just an example
that they are going to do certain things for the
community. So yeah, just for the community members
to vote for them, especially during the voting period.
They would be like we are going to supply of water and
sanitation for everyone.”

(CPUT undergraduate student)

“There's that fake Takealot survey that constantly
pops up. And there is obviously an incentive that's
offered on it. And, so, people think it's true. So, they
shared and shared and shared because it says you have
to share it to about 10 people.”

(UKZN Honours student)

()

Meanings of
“political” differ,
but most talk of
“politics of
everyday life”



Preliminary findings

Range of forms of
engagement and
disengagement;
the latter s
predominant

Family members
are the gateway to
political
(dis)information
on WhatsApp

Disinformation
also comes from
abroad, but not
from the ‘usual
suspects’



Disengagement is prevalent

“They [parents and family members] were the problem
mostly because, you know, they don't even check.
They're just they don't get scared and panic even more.
So, yeah, I've had to block them and just call them if |
need anything.”

(UKZN Honours student)

“If you're talking to older family members and you try
and tell them that it's fake, you know, it's fake and then
they argue with you and they're like you're too young,
you don't know anything, I'm right, you're wrong and
then you just ignore it afterwards because you don't
want to get into a fight.”

(CPUT undergraduate student)

Range of forms of
engagement and
disengagement;
the latter s
predominant



Family as gateway to disinformation

“My aunt sent it me. Someone talking about the Bible
and Jesus. Why is this video so long? [It] was like eight
minutes long. My mommy gets it and | just look at it. |
didn't shareit. | never finished it. It was like 8 minutes
long. Scaring people off, like he's going to come... he's
going be holding a knife or what whatever. ”

(CPUT undergraduate student)

Family members
are the gateway to
political
(dis)information
on WhatsApp



Disinformation from abroad

Perceived exposure to foreign propaganda

70%

60%

Disinformation
. also comes from
L abroad, but not

from the ‘usual
suspects’

50%

40%

30%

20%

10%

0%

Papers
Radio
WhatsApp
Facebook
YouTube
Twitter
TikTok
Other



Disinformation from abroad

[Question: The war on Ukraine... Do you follow news
around that? |

“| stopped! Not anymore. I lost interest! Because also |
think we realize that it, okay, it affects us, but it's
not going physically affect us. | feel like all of us were
on it because we were scared about "Oh my gosh! these
people are going to attack; these people are going to
whatnot." And then as soon as we saw that, it's sort of a
them affair. And we were just like "Okay!"”

(UFS Honours student)

Disinformation
also comes from
abroad, but not
from the ‘usual

suspects’



Disinformation from abroad

[Question: You said that maybe foreign powers might
influence you? Which country is it?]

“USA! | think because obviously like they are the kings of
marketing and advertising and journalism, so whatever
agenda they feel that they want to drive, that's what
they'll push, regardless of how it affects other
countries, as long as they get to push a narrative that
suits [them].”

(UFS Honours student)

Disinformation
also comes from
abroad, but not
from the ‘usual
suspects’



Disinformation from abroad
v Sources of foreign propaganda

40%
35%

30%

25%
20%

15%

10% Disinformation
o - - also comes from
- abroad, but not

from the ‘usual
suspects’

X

China
Russia
USA
Other
None



What explains different behaviors with misinformation?

-9 media
m consumption

&
v 4




What would you do if you saw this post on your Facebook timeline?

CORRECT

-
-
»

VERIFY

MOB
S
™ e .
# Share



If you saw this post on social media, would you share it with (...)?

Family Friends Colleagues Church/Community

No H Yes

80%

70%

60%

50%

40%

30%

20%

10%

0%
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Perceived accuracy of hoaxes

Kenya

South Africa

Post on Racism in China -

Post on Chinese Vaccine ]
Trial in Africa

Post on Chinese Origin |
of COVID-19

Post on China, 5G &
COVID-19

T T T T

0 25 50 73 100 O 25
Percentage (%)

Very inaccurate . Neither

Somewhat inaccurate . Somewhat accurate
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Motivations for sharing hoaxes

Scientist Arrested 5G & COVID Vaccine trials Racism in Wuhan

Other
Generate...

It is true

Flag as fake

Info is free

Make Statement

Just in case

For fun

Social Currency

Civic Duty

0 20 40 60 0 20 40 60 0 20 40 60 0 20 40

South Africa Kenya
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OLS Motivations to share misinformation

Perceived Accuracy
Xenophobic Attitudes
Conspiracy Beliefs
Chinese Gov Response
Views on China
Country: South Africa
Gender: Male

Age

Perceived Accuracy
Xenophobic Attitudes
Conspiracy Beliefs
Chinese Gov Response
Views on China
Country: South Africa
Gender: Male

Age
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Civic Duty

Make a Statement
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How accurate do you think this social media post is?

50%
45%
40%
35%
30%
25%
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10%
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0%

Very innacurate Somewhat inaccurate Somewhat accurate Very acurate
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You said you would share this post, can you tell us why?

Information is to be shared
To spark discussion

To make a statement
To verify

Care

To warn the post is fake
Duty to warn

Just in case

It’s interesting/relevant
It’s the truth

Sharing everything

Just for fun

Social currency

Other

0% 5% 10% 15% 20% 25% 30% 35%
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You said you would share any of these posts, can you tell us why?

Information is to be shared
To make a statement
To spark discussion
Duty to warn

Care

To verify

Just in case

To warn the post is fake
It’s the truth

It’s interesting/relevant
Just for fun

Sharing everything
Other

Social currency

0% 5% 10% 15% 20% 25% 30%
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What explains different behaviors with misinformation?

-9 media
m consumption

&
v 4







New technologies, new media ecosystems

New consumption
habits coupled
with multiple new
information
sources

i

Mobile technology
has created
dynamism in the
domestic media
environment

X

Some States have
begun losing the
ability to control

information flows

domestically



Responses - media professionals

uestion people
spreader U °
leave check —
& spre media
S V4 /evel 7
° PS 7, ‘/ /l °
X deal ' consume
legal S O AN e e e
. /= TeSPORSOIY“responsible . .
false Vet jurisdiction ublic
identify -~ response  gi ~ important —
super misinformation =
) ' user
" - e
bear fact
community talk. .international
legislative base state.
. . continue
intent
provide sarly
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Responses - social media users

.truth

frien.d

convince
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SNS

_problem
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realize
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share / <_give
\ - ° affect
send A ?
response
\\. react®
information literacy
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Zroup media
eov health  family
v ministry
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Approaches to Counter Disinformation (in general)

Educational Regulatory
responses responses

Journalistic Technological
responses responses
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Approaches to Counter Disinformation (in general)

Educational responses Regulatory responses

 Raising awareness  Punitive actions
» Disinformation literacy « Banning users/platforms
« Pre-bunking campaigns

Journalistic responses Tech responses

« Promoting free press « Monitoring & removal

» Independent fact-checking « Demonetising
 Deplatforming
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What to counter?

Short-term reactive

26 Mar 2024

The disinformation requires
an immediate response.

Use rapid communications
to rebut, correct or counter
disinformation in accordance
with the established facts.

Target groups

- Traditional media
(journalists/editors)

- Stakeholders and
influencers

- Social media platforms
- Key audiences

- Press statement

- Minister statement

- Brief journalists

- Q&A

- Paid advertisement

- Search engine
optimisation (SEO)

- Expose actors via friendly
influencers

Disinformation: Context, Audiences and Solutions | Daystar University
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What to counter?

Medium-term proactive

26 Mar 2024

The disinformation requires
a considered response.

Use a combination of
communications to assert
own values/brands. Tie
together proactive measures
with your normal everyday
communications and work
with stakeholders/influencers
to create consensus around
your position.

Target groups

- Traditional media
(journalists/editors)

- Stakeholders and
influencers

- Social media platforms
- Wide audiences

- Campaign, narrative and
brand development

- Community outreach,
dialogue and
engagement

- Facilitate network,
stakeholders and
influencers

- Workshops/training

Disinformation: Context, Audiences and Solutions | Daystar University
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What to counter?

g
2
:
3
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Action

The disinformation requires

a coherent, sustained
response to create long-term
change. Develop and assert
strategic narratives in relation
to an issue by shaping

the information space to
promote your own position
and deter others (raising the
threshold).

Target groups

- Traditional media
(journalists/editors)

- Young up-and-comers

- Stakeholders and
influencers

- Social media platforms
- Wide audiences

- Campaign, narrative and
brand engagement

- Programme funding e.qg.
for participatory content

- Talent spotting and
influencer support/
creation

- Facilitate network,
stakeholders and
influencers

- Workshops/training
- Contingency planning

Disinformation: Context, Audiences and Solutions | Daystar University
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Risk management - RESIST
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Recognise Lg@7
R

disinformation

What are the objectives
of disinformation?

What are the techniques of
disinformation?

How does disinformation combine
techniques to achieve an impact?

Situational
insight

What is insight in the context
of disinformation and

how should it be used to
support a timely response to
disinformation?

Strategic @

communication

What should a public response
to disinformation look like?

What is the sign-off process?

What are the available options
for responding?

Early warning
How do | focus digital
monitoring on my priorities?

How do | build a digital
monitoring toolbox?

How can | use digital
monitoring to assess

vulnerabilities? Al

potential threats and O
¢/

Impact analysis

What is the likely goal of the
disinformation?

What is the likely impact of the
disinformation?

What is the likely reach of
the disinformation?

How should | prioritise
the disinformation?

Track outcomes

How should | record and
share information about the
disinformation campaign?

How can | evaluate my
actions and understand the
lessons learned?
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Specific Strategies | Communicative Approaches

Chinese Embassy in Kenya & Chinese Embassy in South Africa &
@ChineseEmbKenya @ChineseEmbSA
The so-called Xinjiang issue was nothing but a U.S. strategic plot to The US Senate passing the #HongKong Human Rights and Democracy

6:43 p. m. - 21 de nov. de 2019

destabilize and contain China from within Act is blatantly interfering China's internal affairs. Obviously, it has
en.people.cn/n3/2021/0331/c... hidden political agenda.
Tradueix la publicacid fmprc.gov.cn/mfa eng/xwfw.6...

T [radueix la publicacio

Source: https://twitter.com/ChineseEmbSA/status/1197525934632509441

US Embassy SA {2 «~
=l @USEmbassySA

U.S. Consulate Durban thanks the activists and community leaders who
joined our Consul General Anne Linnee and our staff for a small, social
distanced event to commemorate #PrideMonth &=.

Tradueix la publicacié

Not reacting

5:17 p. m. - 3 de juny de 2021

Source: https://twitter.com/USEmbassySA/status/1400441461620019208
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Specific Strategies | Communicative Approaches

pi  UKinRussiaZ=mm 2
@ukinrussia

Il Coobienms o cmeptn Kopons Benuko6putamuu Kapna lll - delik!

Reports about the
death of Kipg Charles

are FAKE!

Corrective
messaging

5:20 p. m. - 18 de mar¢ de 2024 des de Mockga, Poccusa - 10,7m Visualitzacions

Source:
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M UK in Ukraine =f="=

@UKinUkraine

== We would like to inform you that the news about the death of King
Charles Il is fake.

Iradueix

la publicacio

HoeuHa npo cmeptb Kopons Yapne3sa lll € heiikom

News about King Charles Il death is fake

5:28 p. m. - 18 de marg de 2024 - 556,9m Visualitzacions

Source: https://twitter.com/UKinUkraine/status/1769717522666750397
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Specific Strategies | Communicative Approaches

Foreign, Commonwealth & Development Office
@FCDOGovUK

=
a5 GOV.UK The nerve agent came from Sweden,

: Ukraine did it to frame Russia,
Home > International 8 A .
It was contamination from the UK's own research facility...
q . g | i . . I .
H B3 ) B Instead of provudan‘g an ex!)l.anatlon f_or the Salisbury incident, Russia has
launched a campaign of disinformation

HE (RTHEERRNEHERR) Taducix  publcaci

ERE % T RIS S MR, 0
Foreign &

Commonwealth
Office

M REFEAFE
E£% 23 June 2020

Despite their
disinfo;mation

and denials...

t
ESLE, EEMANIEE, —SEREFEERERNTEmAEE, B n.a ntal overdose
b TE T AR E RS IR R AT T ERT., e

e s wsEeine 560 iR The UK did it...
REZ M- ERN6 A6 8 to fuel anti-Russian sentiment

EIR

Projecting
blame

Source: https:

EXAZHN, ZEPRFAE—EAFINERTEEEFEN—BS. Russian disinformation following Salisbury incident
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https://twitter.com/FCDOGovUK/status/976023331873935360
https://www.gov.uk/government/news/hong-kong-hong-kong-myth-busting-article.zh

Specific Strategies | Communicative Approaches

Foreign, C Ith & Develop Office & Foreign, C Ith & Devel Office &
sall @FCDOGovUK Eadsl @FCDOGovUK

Russia holding elections in Ukraine is a further violation of Ukraine's Russia has no legitimate basis to hold elections on the sovereign
sovereignty and territorial integrity. Ukrainian territory of Kherson, Zaporizhzhia, Donetsk, Luhansk and
Crimea.

These areas are a part of Ukraine.

YOU CAN'T

P o

i sy 18

s ki a8
ey

AARE REE o | s
50t .-.0:‘.‘.‘:"“ e B

& R, Ry
|
=F= UK Government k\ /
1] - ]
2
>S5
)
de 2024 . 92, Visualitzacions (%] 2

% UK Government

Repeated
exposure

2:05 p. m. - 16 de marg de 2024 - 100,8m Visualitzacions


https://twitter.com/FCDOGovUK/status/1768563285862072389
https://twitter.com/FCDOGovUK/status/1768941528062259388

SCCT - Crisis Response Strategies

Attacking the accuser Excusing Compensation Reminding
Denial Justification Apology Ingratiation
Scapegoating Victimage

(Coombs 2014, p. 17)
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