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Nexus – An overview of the connection between digital 
disinformation and public diplomacy

Strategies – Best practices (and not so good practices) in 
countering digital disinformation



Nexus

▪ Digital tools have been added to the 
toolbox of governments to communicate 
with foreign publics. 

▪ At the same time, the same tools digital 
public diplomacy tools have been used to 
conduct disinformation campaigns across 
the world.



Overt and covert State-sponsored disinformation
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Digital media as a force for good, but also…
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% of media users who are worried 
because they can’t tell what’s true and 
what is not true online in 40 countries

Source: https://www.digitalnewsreport.org/survey/2020/overview-key-findings-2020/
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Digital media as a force for good, but also…
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Source: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf

https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf


Three types of disinformation campaigns
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Source: https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/

Identity 
grievance

1. activates polarized 
social identities

2. exploits real or 
perceived wrongs 

3. leverages low 
institutional trust

4. amplifies concurrent 
global political, social 
trends

EMOTION
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Information 
gaslighting

1. floods the information 
space as a form of 
‘strategic distraction’

2. seeks to sow 
uncertainty about 
issues

3. may lead to feelings of 
helplessness

FATIGUE

Source: https://www.ft.com/content/d427c855-c665-4732-9dd1-3ae314464d12
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Three types of disinformation campaigns
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Incidental 
exposure

1. uses range of channels, 
including fringe media, 
to increase incidental 
exposure

2. exploits declining trust 
in mainstream media

3. seeks to develop 
familiarity to narratives

BIAS
Source: https://dfrlab.org/2024/02/21/pro-russia-network-spreads-propaganda-and-disinfo-in-latin-america/
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Solutions

▪ Belief in false or misleading information 
is primarily driven by individual 
emotional and cognitive responses (plus 
social, political and cultural trends)

▪ Too much attention goes into the  and 
organizational dynamics of 
disinformation campaigns (bots, 
algorithms...)



Approaches to Counter Disinformation (in general)
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Educational 
responses

Regulatory 
responses

Journalistic 
responses

Technological 
responses



Approaches to Counter Disinformation (in general)
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Educational responses

• Raising awareness

• Disinformation literacy

• Pre-bunking campaigns

Regulatory responses

• Punitive actions

• Banning users/platforms

Journalistic responses

• Promoting free press

• Independent fact-checking

Tech responses

• Monitoring & removal

• Demonetising

• Deplatforming



What to counter? 
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Who to focus on?
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https://stratcomcoe.org/cuploads/pfiles/small_size_nato_report_-_role_of_communicatiors.pdf
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Specific Strategies | Communicative Approaches
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Not reacting

Source: https://twitter.com/ChineseEmbKenya/status/1377953452375035907 

Source: https://twitter.com/ChineseEmbSA/status/1197525934632509441 

Source: https://twitter.com/USEmbassySA/status/1400441461620019208 
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Source: https://twitter.com/UKinUkraine/status/1769717522666750397 

https://twitter.com/ukinrussia/status/1769715533690085544
https://twitter.com/UKinUkraine/status/1769717522666750397
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Projecting 
blame
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Repeated 
exposure
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https://twitter.com/FCDOGovUK/status/1768563285862072389
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Risk management - RESIST
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