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Outline

Nexus - An overview of the connection between digital
disinformation and public diplomacy

Strategies - Best practices (and not so good practices) in
countering digital disinformation




Digital tools have been added to the
toolbox of governments to communicate
with foreign publics.

At the same time, the same tools digital
public diplomacy tools have been used to
conduct disinformation campaigns across
the world.



Overt and covert State-sponsored disinformation

Lijian Zhao X378 & a
@zlj517 June 30

[* China government official Le principal déstabilisateur en Centrafrique ce sont les mercenaires russes
! C'est eux les vrais voleurs !!!
2/2 CDC was Caught on the spot When did patient The main destabilizer in Central African Republic is Russian mercenaries!

They are the real thieves!!!

zero begin in US? How many people are infected?
What are the names of the hospitals? It might be US
army who brought the epidemic to Wuhan. Be
transparent! Make public your data! US owe us an
explanation!

Tradueix el tuit

£ - Hide original - Rate this translation

1:03 | 3,9M visualitzacions

De: Global Times &2

Source: https://stacks.stanford.edu/file/druid:nj914nx9540/unheard-voice-tt.pdf
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Digital media as a force for good, but also...

90%

80% % of media users who are worried
because they can’t tell what’s true and
what is not true online in 40 countries
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BRA POR KEN ZAF USA CAN ESP CHL AUS GBR GRE MYS FRA IRE TUR ARG KOR MEX ROM PHL FIN CRO JPN ITA HKG BGR HUN BEL SWE CZE TWN SUI POL NOR AUT DEN GER SVK NLD
Source: https://www.digitalnewsreport.org/survey/2020/overview-key-findings-2020/
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Digital media as a force for good, but also...

Risk categories
I Economic

I Environmental
I Geopolitical

I Societal

I Technological

Source

2 years
Bl Misinformation and disinformation

LUCE Exireme weather events

<l Societal polarization

( insecurity

Interstate armed conflict

Lack of economic opportunity

4.|
5'.'1

Involuntary migration

Economic downturn

10 years

Bxtreme weather events

Critical change to Earth systems

Biodiversity loss and ecosystem collapse
Natural resource shortages

Misinformation and disinformation

Adverse outcomes of Al technologies
Involuntary migration
Cyber insecurity

Societal polarization

World Economic Forum Global Risks

Perception Survey 2023-2024.
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Pollution

Source: https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf
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Three types of disinformation campaigns

Identity
grievance

1. activates polarized
social identities

2. exploits real or
perceived wrongs

3. leverages low
institutional trust

4. amplifies concurrent
global political, social
trends

EMOTION
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» Mali Buzz
October 19

1

L'impérialiste russe gangréne
le Mali ! Attention a la

lobotomisation tsarienne!!

“/ ® ¢ N

Countering Digital Disinformation: Global Perspectives

» Cercle de Réflexion pour I'essor de la
Centrafrique

November 10

Les russes ont interdit a la
famille Bokassa de se

recueillir sur la tombe du
défunt empereur, c'est quel
manque de respect ca? *
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Three types of disinformation campaigns

Information
gaslighting

1. floods the information
space as a form of
‘strategic distraction’

2. seeks to sow
uncertainty about
issues

3. may lead to feelings of
helplessness

FATIGUE
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Number of Twitter users posting Relative frequency of bots per country
pro-Russian content (2021) (2021, %)
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Three types of disinformation campaigns

|I1Cidental A historia de Stepan Bandera, o Historia de Stepan Bandera, el idedlogo del
idedélogo do neonazismo ucraniano neonazismo ucraniano
exposure o sotambre o 202 || o - —
- .
1. uses range of channels, o R Ll S Fte N ("
including fringe media, VARG L e Ly \ e s il w1
to increase incidental e 108 WLV

[
exposure

2. exploits declining trust
in mainstream media
3. seeks to develop —— e s
familiarity to narratives . S "
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Belief in false or misleading information
is primarily driven by individual
emotional and cognitive responses (plus
social, political and cultural trends)

Too much attention goes into the and
organizational dynamics of
disinformation campaigns (bots,
algorithms...)




Approaches to Counter Disinformation (in general)

Educational Regulatory
responses responses

Journalistic Technological
responses responses
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Approaches to Counter Disinformation (in general)

Educational responses Regulatory responses

 Raising awareness  Punitive actions
« Disinformation literacy « Banning users/platforms
« Pre-bunking campaigns

Journalistic responses Tech responses

« Promoting free press « Monitoring & removal

 Independent fact-checking « Demonetising
» Deplatforming
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What to counter?

Short-term reactive

22 Mar 2024

The disinformation requires
an immediate response.

Use rapid communications
to rebut, correct or counter
disinformation in accordance
with the established facts.

Target groups

- Traditional media
(journalists/editors)

- Stakeholders and
influencers

- Social media platforms

- Press statement

- Minister statement
- Brief journalists

- Q&A

- Paid advertisement

- Key audiences - Search engine
optimisation (SEQO)
- Expose actors via friendly
influencers
Source: https://gcs.civilservice.gov.uk/wp-content/uploads/2020/03/RESIST-Counter-Disinformation-Toolkit.pdf
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What to counter?

Medium-term proactive

22 Mar 2024

The disinformation requires
a considered response.

Use a combination of
communications to assert
own values/brands. Tie
together proactive measures
with your normal everyday
communications and work
with stakeholders/influencers
to create consensus around
your position.

Target groups

- Traditional media
(journalists/editors)

- Stakeholders and
influencers

- Social media platforms

- Wide audiences

- Campaign, narrative and
brand development

- Community outreach,
dialogue and
engagement

- Facilitate network,
stakeholders and
influencers

- Workshops/training

Source: https://g
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What to counter?

:
:
5
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Action

The disinformation requires

a coherent, sustained
response to create long-term
change. Develop and assert
strategic narratives in relation
to an issue by shaping

the information space to
promote your own position
and deter others (raising the
threshold).

Target groups

- Traditional media
(journalists/editors)

- Young up-and-comers

- Stakeholders and
influencers

- Social media platforms
- Wide audiences

Tools

- Campaign, narrative and
brand engagement

- Programme funding e.g.
for participatory content

- Talent spotting and
influencer support/
creation

- Facilitate network,
stakeholders and
influencers

- Workshops/training

- Contingency planning

Source: https://g
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Who to focus on?

22 Mar 2024

Sociodemographic
level

Sociodemographic
targeting identifies
specific groups, then
tailors information
activities based on simple
demographic factors
(such as age, income and
education), or on known
grievances and group
identity markers (such as
race, religion, sexuality).

Psychographic
level

By leveraging the
abundant data available
through social media and
other online platforms,
target audiences can be
defined using individual
psychographic profiles;
this enables precision-
targeted messaging.

Societal
level

Information influence
at the societal level is
designed to resonate with
the population as a whole.

Countering Digital Disinformation: Global Perspectives
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Specific Strategies | Communicative Approaches

fx

g Chinese Embassy in Kenya 2
i @ChineseEmbKenya

The so-called Xinjiang issue was nothing but a U.S. strategic plot to
destabilize and contain China from within
en.people.cn/n3/2021/0331/c...

Tradueix la publicacié

" -,
| L R

T TE T A

in s
4'{:‘

Source: https://twitter.com/ChineseEmbKenya/status /13779534523 75035907

£ ,é‘ P W
i » 7 L ik /
Iy ol G ek j

Not reacting
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Chinese Embassy in South Africa &
@ChineseEmbSA

The US Senate passing the #HongKong Human Rights and Democracy
Act is blatantly interfering China's internal affairs. Obviously, it has
hidden political agenda.

fmprc.gov.cn/mfa_eng/xwfw 6...

Tradueix la publicacié

6:43 p. m. - 21 de nov. de 2019

Source: https://twitter.com/ChineseEmbSA/status/119752593463250944 1

= US Embassy SA {2 7
= @USEmbassySA

U.S. Consulate Durban thanks the activists and community leaders who
joined our Consul General Anne Linnee and our staff for a small, social
distanced event to commemorate #PrideMonth&s.

Tradueix la publicacié

5:17 p. m. - 3 de juny de 2021

Source: https://twitter.com/USE mbassySA/status/1400441461620019208
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Specific Strategies | Communicative Approaches

#2  UKinRussiaSmm 2
@ukinrussia
|1 CoobuieHuns o cMepTu Kopons Benvko6putaHuu Kapna Il - deiik!
UK in Ukraine S=™= &
@UKinUkraine

= We would like to inform you that the news about the death of King

e

Charles lll is fake.

Tradueix la publicacié

ach
Y Lo
NoconbCTBo

Benwkoi bputaii
B YKPaiHi

Reports about the
death of Kipg Charles

HoBwuHa npo cmepTb Koponsa Yapnb3sa lll € cheiikom

News about King Charles Il death is fake

are FAKE!

5:28 p. m. - 18 de mar¢ de 2024 - 556,9m Visualitzacions

Source: https://twitter.com/UKinUkraine/status/176971 7522666750397

Corrective
messaging

5:20 p. m. - 18 de marg de 2024 des de Mockga, Poccus - 10,7m Visualitzacions
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Specific Strategies | Communicative Approaches

Projecting
blame

22 Mar 2024

Foreign, Commonwealth & Development Office {2
@FCDOGovUK

woke,
iz GOV.UK The nerve agent came from Sweden,

Ukraine did it to frame Russia,
It was contamination from the UK's own research facility...

Home > International

N English | ez <o . : <ot :
RS E English Instead of providing an explanation for the Salisbury incident, Russia has

s s, ey launched a campaign of disinformation
§;§ (*?giﬁl‘ﬂﬂﬂ"]kﬁlﬁﬁﬂﬁ ) Tradueix la publicacié

EIR R X T RENE SR ENRE, ’@
Foreign &
Commonwealth
Office

M BEEEAEE
247 23 June 2020

Despite their
disinfor,mation

and denials...

EJUE, SEAAHRINES, —EREREFTERNTERINER. ]/
E T EMXE PR REEHT T B,

PR

RERHEM - ZHE6 S6HRE The UKdidit..

to fuel anti-Russian sentiment
[E1RZ g
EAZEN, RERMBAAE—ERFNERTEEEPEN—5D. Russian disinformation following Salisbury incident

Source: https://twitter.com/FCDOGovUK/status /9760233318 73935360
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v Foreign, Ci Ith & Develop Office w Foreign, C Ith & Devel Office
g @FCDOGovUK fead @FCDOGoVUK

Russia holding elections in Ukraine is a further violation of Ukraine’s Russia has no legitimate basis to hold elections on the sovereign
sovereignty and territorial integrity. Ukrainian territory of Kherson, Zaporizhzhia, Donetsk, Luhansk and
Crimea.

#StandWithUkraine

YOU CAN'T

These areas are a part of Ukraine.

¥StandWithUkraine

Government

=§= UK Government

Repeated
exposure

1:02 p. m. - 15 de marg de 2024 - 92,5m Visualitzacions 2:05 p. m. - 16 de marg de 2024 - 100,8m Visualitzacions


https://twitter.com/FCDOGovUK/status/1768563285862072389
https://twitter.com/FCDOGovUK/status/1768941528062259388

Risk management - RESIST
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N,

Recognise LSJQ/
disinformation <

What are the objectives
of disinformation?

What are the techniques of
disinformation?

How does disinformation combine
technigues to achieve an impact?

Situational
insight

What is insight in the context
of disinformation and

how should it be used to
support a timely response to
disinformation?

Strategic @

communication

What should a public response
to disinformation look like?

What is the sign-off process?

What are the available options
for responding?

Early warning

How do | focus digital
monitoring on my priorities?

How do | build a digital
monitoring toolbox?

How can | use digital
monitoring to assess

potential threats and
vulnerabilities? .}'0

Impact analysis

What is the likely goal of the
disinformation?

What is the likely impact of the
disinformation?

What is the likely reach of
the disinformation?

How should | prioritise
the disinformation?

Track outcomes

How should | record and
share information about the
disinformation campaign?

How can | evaluate my
actions and understand the
lessons learned?

Countering Digital Disinformation: Global Perspectives
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